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Abstract of JP 2003224562 (A) 
PROBLEM TO BE SOLVED: To block 
impersonation by a third person at the time of secret 
communication. ; SOLUTION: A client device 2 uses 
the message of the agreement processing of the 
secret communication and transmits individual 
confirmation specifications regarding personal 
authentication of a user to an authentication server 
device 40. The authentication server device 40 
selects personal confirmation specification matched 
with the security policy of the present device among 
the transmitted individual confirmation specifications 
and returns an obtained selected result. The client 
device notifies the authentication server device of 
the obtained individual confirmation information of 
the user in a ciphered state based on the returned 
selected result regarding the individual confirmation 
specification. The authentication server device 
deciphers the ciphered individual confirmation 
information, executes an individual confirmation 
processing on the basis of an obtained deciphered 
result and interrupts the agreement processing of 
the secret communication when the individual 
confirmed result indicates dishonesty. ; 
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Kfc£-&tf!f— A7\n- (ServerHello) ^< y-tr— i>"Sr 

7 74T>hmw4oizmm-t& (st4> . 

[0 0 5 2] ifLtiO, ?5>fryhS£H2 0i:3iE 

•9--A'^a4 0 1 crymx^Ammam^MmAT^ 

h, 

[00 53] OT<7)7,X'/7"ST5~ST9c0||3tj|!M 

-e<0ffffl(4R F C 2 2 4 6 (ClPfK^ftTU 
h ( (TLS) T. Dierks and C. Allen, "The TLS Protoco 
1 Version 1.0", RFC 2246, January 1999, http://www. 
ietf . cnri . reston. va. us/rfc/rfc2246. txt ) „ 
[0 0 54] X7-v?ST6W-^$gm (Se 

rverKeyExchange) Z -y-fe— y'(4, IPJfii (Certificat 

e) * >y-tr-^'t«tl.^»IEBM*m^^L 
^flJffl-C^^V^Wi^, ftSttfflO&BHflffll ( R S A 

I 0 0 5 5 ] ifcfc, 7 7' ST 1 Oc7)#A5ffStf$g^ 
[0 0 5 6] ? 7X7^^2 0(4, *A*lISffffi£ 
>y-fe i^Mch *>\X3 -y -fe- fc J: o T £S 

[0 0 5 7] ifc, ^7^7>M12 0I1 *AWI2 

(M. ?7M7yh/^-A*jAMACy-?ly.y K 

[00 58] -f^fcfe, 774TybMS20lt, +T- 
7 7 T y h 5 V¥&BCJ-7 V ~?X 9 is— 

AilSflHfi^Bf^flJI* . 
[ o o 5 9 ] ^flswtii, tf-A^y^'i,, 7 7 -try 
byy f'^Mfr y?x?is—?]s-yh£ m^ftM 2 4 

a<?)HiHajfe^KraB[ (pseudo-random function: PR 

f) catjU &$>tdzM&'?x9i,-?Uvhb't 

h» 

[0 0 6 0] mz, ~?X?y-7l/yb. -V-J^yy? 



7 a r y v 7 yy^mmmmm&mm 

P RFfcATJ LX&t>tvt:m&*-7x3 -y 9 t LX . C 
cOJf-7"n . y ? £#S3r»M X^fiJLT. #a^- 

[ 0 0 6 1 ] Zcob $ . Jiltt^Eiiftrn h n/HT" 
(4. **3fe*«r#-7'o-y^*«aw-4*t, 

Ammfimm^mju*-? (Sim-. w&&m* 

[0 0 62] Ifrm. ?7^7yMi20(t z.<n 

ioi/z ixmt3%^\m^7 x-?i<zm^x*Ami 
mmmmt t . nf^^AsnxffifB* fis . 

[0063] Bf^ffc*A«f2fll«{4. El 6 LtzX o 
(=, ^-/I/K (AuthenticationData) fcfg 

Tf2IE-9--A^S4 0 (cilfi$fl& ( ST 1 0 ) „ 

[0064] i«--Agg4 oii. ?7ATy him 
* . y -fe-y'Mc fl rt<7>m-^fk*:A«igti!*£ . ft* Ufe* 
AillSffi Usef ^kifly ^ - ? t S^Jv ^Tfl-^ #A, 

tittAm&mnzmw.5 o rt^*A5ng#Bstf^ 

[ 0 0 6 5 ] ZZ\X\ »f-AgE4 0(4. tMffiHA 
*CFSTft*Uf. rpmmZtto^S (Alert) ^ -y-b 
-y'Sr^74Tyh^2 0^ffLTH:-y^3y&^ 
Hi L . ^Hfe|*AiiE S ^ -f '.'/ 7°ST 1 1~ST 

[00 66] Xf'y/STl 5<7)^Tf*. ^5>f T^h 
SS2 0(4. if-t'^TDAM ^*^-t-t*^36qiftS 
ii. !SIE^-A'ga4 0 bcomx-TTV r-y 3 yf- 
(STl 6) . 

[ o o 6 7 ] ±aut x o \zimmm^ti\f . 

WM3Ifi«t^ L/LiS!iE-9--A^a4 0 1 ^ 5 >f 
T y N^fi 2 0 ^HTiOSJEiHi^fi 1 3 mz . fMM 

ft-^-s^ao^ «y -t- y&ffl^T jl— •f«A* f *A'C* 

S*«S*»*i3SI1fw\*J|jf 4 0#'%fgT-#!»<7)T\ |BE 
[ 0 0 6 8 ] £ a»W*A«gft« (*A«S^ 

< y-n^o^*AiiiMa&MtKT-§ s<ot. « 

[0069] {w,2<nmmm.) mz\tmpm%2<r) 
Mmmizfc&MAmi^xT^-Mz^tm^mx 

BU^L^Hffit|SI-gp^{4|nI-^^#L. 
JBLfc»#lCliH-ar#fc: 7/1^7 r<<y hc7)^^#L 

fcov^T±fcait^4. =5rfe. ffi<7)EIffi(cov^Ti[5l^ 

[0070] -f^hib . Will ® 1 ^fl9gJB 

o . a— r<ia^(47°rM AV-^)fi{»o 



nmzm&iiwt ix. ^-—fco^Amimmwrn^m 

[00 7 1 ] ftttftfcli. ff»LfcaiEif-y^B4 0 

&«-ri»jifffta-t-^^M4 oat. f»ftn-t 

SI8iEf^|-9--A*i|jB4 Obt, ^-h'T^f*-^-)?- 
-t'xroysw rmW4 Oct HI* , d^O)-®^]! 

[0 0 7 2] £fifc#V\ ff^Lfc^5>fr> MIH2 
0 3MU Cil^3«D§IB4 0a-4 0ctiIfi 
«Tt£&? 7^ T> hmW2 0 a h LTHS . 
[0 0 7 3] ?74 7y^i2 0all Mi* 

u^Mffim^SMa^M^ur , ^T^iifi^ii 

ffftJi^g4 0 a &^LTMfi5fcWMfl-t!>}i|j^ N gg 
fIftfI-9--A'§|K4 ObOTRL *-g-tf I8IEU R L ( Au 
thenticateURL) * 7-fe-;/M AURL £iIftfta-?-A§£ 

[00 74] i^EURL^>y-b-y'M AURL {i, Wi9lZ^ 
■fXolZ. ?yA Ty higg. 2 0 aW'n h ajW<-is 
a yitStfit STDha^yf-yg > (Protocol Vers io 
n ) 7 4 — F t , f21Efta-9--A'gfi4 0 b <DU R L 

(Uniform Resource Locators) £Jg$frf -SISSElf— A 
URL (AuthenticationServerURL) 7^— yt/Ft, * 
AWBflHB Sr uf*<(fct 4 fc* ^Bf #fly * 5 * - * ( if* 

0 b wmmx*v%m\L ^^mmmmt-mt 

( EncryptedTempKey ) 7 >f — ;l/ H b . ±IB#7 -f -/P F 
£)tiLZ77-fTyhmS2 0a<?>ffl®m {9vATy 

f mm 2 0 a co^raniisfl* t *r t % i m ) xm i fcr 

V9tW&&Wfc?hW% i { Signature ) 7 A -)V H b 

[0075] ^^'Jtm^mmwmwx^ y 

(Timestamp) *JnxTtJ:<, ifc, 

? 7 4 ry f 7 y t a* 7 y yj* zmz. xhx 

•fe-^M AURL |*ifc^5„ 

[00 76] HlHHfc'W-^te, 7?>fTyH£E2 
0at«LTU^A\ 7U7Xj'y-?I/7 Ffc|3] 
7*-v-y h^flSriMfltTt J;C\ F\7*--?- y h(D 
7 y -fry by y^Ab^-^yy 

¥ 1* £" ISfiEU RL/! •yfe-xM AURL ^Bi: LTj&fl 
[00 77] ilflfta-9-->«4 Oali ? 5 

4 ry FHB2 o a b+r~vxru)U rmw.4 ocb 
nmmzwMm£m%mt,zm t , ?^ryF£iB2o 
afioiimMaHtatsigtM lt . 

[0078] ftftWtli, iififta-9--A^g4 0 a 
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I {4, 7yJTyb£E20abcDm<KWWMm£WMm 
' <Dm*T, ?M7yFg«2 0afr£>gff£fglEUR 

Obtiesiim^saiafcffSroW&i:, ?7>f7yF 
^M2 o aj&^gitfc#A«i2fflBB£#tf ? ^ ry F 
m&x 'vt~ i JM c ^immm^--^mm4 o btium 

LT#AilIS£ LT t 5 DSfg b . Igllf^a^-A'^M 
4 0 bfrt>%iftzy--smmW;* y-fe-y'M SflR ^ 
*A«g*Sft*«Iitt*Srfi:# s ^7^7ybgl2 

o ab^mmmmmmMm^mmix^j-tmm 

fctlWiESrTK-ffc § . ^7^fryhgB2 0at^ 

[0079]^^. 3iffftatf-A'gg4 0 a(±, ? 7 
-Y Ty K^12 Oat <7)MEiiff^g^lJi^*T^^ -9- 
-t'^TnAV ^'gE4 0 c bnmnWWMm^WMm 

mfri-mmb. zmMmm^wm^ mmt 

8^-^84 OblzX Z*Amm%i:^t7yJ T 

y hnm&%* 'yt-y"M CflR ^-9--fxroA^ ?m 
24 0 c izmm-t mmb tt^x^i. 

[0080] ZZX\ ir-;mm$% ( Server Authenti 
cateResult) X -yb-xM SAR (i, 111 OftVSIl It: 
Srfiot, *A«IIgiSmSr^1-5|I2ifgm (Authentica 
teResult ) 7 4 —)V H t . *A«»I^)ffi^^M-f 
£«8ffitt ( Authenti catelnfo) 7^-;PHM 

SAR-Ai b . ±ia#js§ twtT!giifta-t-A'ga4 o 
bommmxmLtzr'j^ivm^xhhm^y < ->i h 

[008 1 ] mMffl7 A — )V FM SSR _ AI (i. *A«iS 

0. Hi ^^^ryh^s^, *A«igft 

[0082] ZZX\ 7yATyVm.& (ClientNam 
e) 7A-)im. 7y4TyYm.&i^L. *A5| 
fgftfil (AuthenticationMethod) 7-f— ffifflL 
Jt*Afl^#Si^tt. ^-f AX ?yy (Timestamp) 
7 ^ KiifSIiEfta-9--A'^S4 0 b t «t S#A*g 
Ma^B#SiJSr^L. SiE#* (AuthenticatorName) 7 

V (MaxAge) 7^-;L-Kii. *A5llIIS^^fiSPS 

(4^misi) met. 

[0083]?7^7y ( CI lent Authentica 

teResult) * y -b-x*M CAR {i, Hi 2 fc^f J: 3 fc, 
fStE^a^-A-^4 0b J; 0 iHmS^*A«Bfe* 
7-b-^'M SAR c7)#Iia^J; 0 

[0084] Ilftlgl4 0 b {4. jiftfta-^-A'^ 

B4 0 afrt>cowmmmcD£MMmcD&rpiz^ mmim 
-ff-A'^g4 0 a2&»6g(tfc?5>r ry fa D -^ - y -t 
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t, as?Lfe*A«Bft«fcaKJs, iififta-9--A^ 

fi4 0 a^Sgff&iglTOM y-fe-sai AR fc£4*i4 
*A5f immt sitimS: 5 0 fttf)#Alitg#8BtiH8fc * 

gfi4 0 a tcMm^4«Sgfc ?:toT^5, 
[ 0 0 8 5 ] fg|iE{ta-9--A'^l4 0 btf, *A 
^Wllil^^AffilSMfitcTO-f S fiUEJ&g * * L 
TV^Tt«tV\ 1-^*)^. *AWI8fcfcffl-*-S*A«i2 
£fr o r'AW X^iEitt* ffiaEXtiSIE LT t J: ^ . 
[0086] t-h"^TnAW ^B4 0 c (i. »flft 
a^-A*g|B4 0 a fc«ElM£«Byi£fT3r 5 ft£ 

W. 4 0 a ? y A T y h ilfSS -y -t- 

cAR{^^4*Afl^teft?:«!iE-r518S8i:. *AH 
Se^jWEStt&^ti: 1= . ilffftiItf-A^g4 0 a 

W.4 0 a%jtlX?y-<(7> h^H2 0 atC^-t'Xj 

[ 0 0 8 7 ] fcfc, Oka* o izffitfZZiifzMAmM^ 

^&cr>mft : km8cD®^@t / z^tmmmmzM^\ m 

[0088] [® : ?7'!7ybgiW2 0a-Mmim 
"t-^iKl4 0aia] ?5^7yM£B2 0at2. ffi& 

iSfttS (ST1 ) . 

[0 0 89] fit. ?7JTybgm2 0a<mmV7 
h^xTfi, ^jMff^^'jifIftII^-A'^a4 0 a 

0 „ jlfl7°n h I P7F lsX*8Mtf 

- hm i m.feztii . ^meettTu . httpsii 

SimttSHfw*§Sif 4 0 a fctf-fS i 0 iCilfg 
tta-f-AHB4 0 a?) I P T Hl/^fc h *^ 

[0 0 9 0] Wfftfcl/Ci), 9. ?74" 

7*yhMB20aj±. x^r >y r st ico-t vis a ym± 
w%£mimmv-mw4 o atmu «Mft^ 

MNmtffltirtZ,. 

[00 9 1 ] Mllllfl^SMil £fWjWi. 0 

7 u^t * r s t i - s t 1 5 k mmtzmzti 

{IU Xf77ST9^TitXf77'ST10 

<oBH*&mf{=. 7?4Tybmw2 0aiz^ muim^r- 

URL^>/-fe-yM flURL ^afl^a-9--A'^a4 O at 
fflgt* (STIOa). 

[0092] ztuzi o . *xmsmwm^tia 



a4 0atcaa§^ii ) . 

[0 09 3] BIT. tt&R«fc. XT77ST10, S 

t 1 1 j&qgff 3*uta, ? ?>r ry h§ia2 o a tiiff 
tts-9--A§iE4 o a t^rB^^EMff^wi* 5 - 
jififta^-Ana4 0aii, OTt^ 

^ftidfc, I2SEfta^-A^g40btcML. IBEjl 
[0094] [ © : ®ff ftg-tfw?gjB 4 0 a -fgfEft 

a^-A^a4 o bia] o an, 

? ? 4 r > Mia 20at ^asgiifi^sjpi^tf 

fSIIURL^ •yb-> ; 'M fl uRL^URL^fflV^-C. 
•fe -y v 3 y«|jiS*Sr!gIIftfI-»f-A^B4 0 b CjMff 

l (Bffl^sTD . isiifta-9--A-^a4 0bi;^ra 

[009 5] ^^Maff^Wll»^#:e^{i. H7 
(CS? Lfc^ T77ST1-ST1U 3»fc||ff S*l 

fflL« Xf77ST9^TflWf77ST10 
tOift&mt^ Mffftil^-A'ga4 0a{i:, ISIIURL 
X-vt-i/'M^kfy 4 TybmU* ^t- : JM c ,k 

Obizmmtl ( ST 1 0 b ) . 
[0096] ZtHzX 0 , Wft/^^-^^Htt 

[0097] ^fi:*)fe, !SIIfta-9--A^a4 0 b{±. 

?7^ryhit20a o^a-e^iE-r* . jE3tt*< 

ms.4 o bcow$m-?m£ ix, ^xmmmzm 

i fz *y * - ? iz x o *Avm<m-c*> h mit 
mz? 4 —)i> v &m i . *a«bw mk ^xmmm 

[0098] LfrfcfiL ISIIftS- , f-A'^g4 0 btt, 

*A?f igffiiR t tetf^a 5 o ftn*Aiffi$fflmk z 

hhk mi $ . x t y r s t 1 1 e>mz^ tm 
mv-;<mm4 obj±, *A«g*s*^^-rt-^*« 
fgi^^< >y^-^M SAR &aiifta^-A^a4 o at 
jifrr^ (sti i b> . 

[oo99] mimmy-~;ms4 oaii ^-/sms 
!sii^a-9--A-ga4 o b izmm i ( st i 1 b 1 > , 

ff OML. «T^< 7-tr-^S:!2Efta-9--A^a4 0 b 
*»4>SHLT ( ST 1 1 b 2 ) . !g|iEfta-»?--A^a4 
Obtc0^fflfi^^T-TI>„ 
[ 0 1 0 0 ] «WC» afifta-9--A'ga4 Oalit 
-^TllM^ 7-b-^M £AR i*io*Affll!2^^jE^ 
^5>fryhga2 0a(;MLTi^ft« 

3dt (ChangeCipherSpec) ^ >y-b— i?\XT<ft : s~ ^yx 
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Zfflfth (OiJcDSTl 2-ST1 5 ) . 

fIfta-9--A^§4 0a{±, W^W&ffa^ (Aler 
t) X>y±-iS£?J>(T>}>ma.20alzmiil. -b 

[0 1 0 2 ] BLhfcJ: 0 , ^7^7yh^S2 0ai;ii 

ftfta-9--A'^a 4 o a t ^p B ^Eaff^«Ma^ 
fiu rry^-^gyx-^^gfifi, & 

T^iiff fta-tf-^'gS4 0 a ttf-h'xrny ^ m 
K4 0 c co-fe v 3 >1MiLZtitimzftfrti& . 
[0103] [® : iif={tfI-9--A^a4 0 a -*-t* 
XTnAW ^g»4 0 c 13] ? 5 >f 7> MSB 2 0 a £: 

^Eiifi^s^a^Tm, aftfta^-A'^E4 o 

ali, BH4(c^rti'5fc:, ^r-y7°STl<7)-t:>y ^ 3 

(®»ST1 ) . t-t'^7nA'>f ?'gB4 Oct?) 

[0 104] iOS<Ejifi^WIi^#:e^ii, 07 
(C^ U^f 7 7STl-ST15t fi8£fSfr3 ft 
!>» fit. XT77ST1 0CT>'?J-(T>hm%X>vt 

[0105] "t**>*». «mf$IUw*iH4 0 a(i, 

xf77ST9«a, *A*fgfeH£-£tj? 5 >f r y h 

0c\zmith (STIOc), 
[0106] -f-fT.roA-f f'^kWA 0 cli, 

£f8fEttS^-A'gH4 0 bc%Ml#i!PMT^!iEU 
^■y-b-^ESttS:«gE-tS. ]E^tt*«ll8-tS t . 

^ 9#AWIg*6*£]K#tS . 

[0 1 07] ITF. H7t|5l«t. Xf77STl 1- 
ST1 5CDi/-yyxmmtl. XT7/ST1 5?) 

»Tfc J: *) , Jiff fta-9--^-^a4 o a tt-a7n 

AW ^gg4 0 c t^p^^gaff^g^i^y^- 
[0108]iot, ?7^7yhHS2 0ak}lfift 

a-9--A-^E4 o at com. Rv : mmimy--^mw4 

Oat tf- t'A7UJU ?mW.4 Oct ^(Cfc I ^X . 
[0 109] [ffi: ?74T>bmW20a— q—t'X 

(= - ilfiftS-f-; ^fi 4 0 a * ft L T "9"- t** 7° P A 

A *3SB 4 Oct wia-err n-y 3 yf-j' 

ftL ( ST 1 6 ) s ^-h'XcO^m^l. 

[oho] 5 fc^^m^Bwciiuf , mi 
commmmt ^mmmztut, vmim*-'i&&4 

0 b tffflABffi* ?t& ocr>X\ h'x Tuj U f'^W 

4 QcWttLx\±m)^izmthn&*WM&^ 



[0111] mm. 4*fflH»i. A°xv-H^J;a=5r 

ss?w^»affl!f8 1 am o . ® AH#<9£ttw*s«»£ 

fIAW°7 >f Ay-^ILTW 3 

*HJSg!BtcJ:fLif, *A5H8#S!Sfi??8 J ^*A 
Wfgti^fc-t-h'^TnA^f ^gg4 0 c tffl^^-f , 
*A*flS*£ll^£^-t''X7°nAW r§|fi4 0 c £§fl 

*-t&<ox\ 3.~-fmAcDTyj ;^-cDimz3tmx 

[ o 1 1 2 ] isMim-n--^ms4 o b ^msot 
-9--txTDAw mxm-tz zkizx*). *A«is 

fflNB*-7cWfc» a <! fc . ^*«*A*BIS* 

[ 0 1 l 3 ] frfe. l2<7)|IBl(:fcutli, Mflft 
a-9--A*SIE4 Oat g|£f^-9--y N*SJE4 0 b m~ 

mwMzimxti^\ zcot%£. mi3<7)mz^tm 
m>-^ryxirm^ti. mmm-y--;<mw4 obt 
xfrbti&&mm$:mmitm-?-s<mB:4 o axtiia 

[ o 1 1 4 ] Hi 3^®{;^-rjifi>— 7-yx©(i-M 

is$g»ixi>£\i\ -ftcbh. wmnmnTTVdr-i, 

g y^-^ t LT±IB!SIIfta^ •y-b-y'MflRS.V'Hf- 

^ N'5iig^ft^ -y * - ^'M s A „ k WH^ 

•y^-^&^mtixii'J;t\ 

[o 1 1 5] ±tz. *Ammffimm/*A®m?imM 
-y t-iszwmmm&MMmmzx (rrvy 
—i/ a tlx ) jSfitT i> ii^o is 

1 0 1 l 6 ] 5rfc, ±3Efiliat«B2<^)Sat«IB'Cli, 
^EMfiro h r7/Ut LT S S L/TL S SrjOTLfcW 

mmitzt\ ztLizm^-r. iwmmmyvh^ji 
m^tzmmz^m ixi>. *mmnizmm ixn 
&<7)%immzktfxz2>. 

[0117] H«C ±IS^lSt/m2c0HM«' 

mmiizmt,?. mi-mmmw^ff^-^x^m 
mzmit tx t . *^^[5]«t-^jfiLT 

[ o i i 8 ] ttz. m i commmxii. ^mi^yy- 

<r<mW.i Z7yJTyhmS20kl, rjj|2xy 
Tl^L7c*\ iixtpi^-f, (5iJ^{iBia^H2xy 

t o 1 1 9 1 its, mzmmmmizimLtz^mi. 
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a yti-^fc||fi$-g:5 £ <9*C# 5 7W7 A 1 1 
X. W.m^X7 (70 7 f- (SliigfO t^*?. 
A-KfU^^t") N ^r^y (CD-ROM, D 
VD&fc") , fllfa^ (MO) , ^jgfzM^E 

Sr lafitT^ , t*o a y t° A - y tmw o att$ 

[01213 i/s, fEfiBfra^yt*-*^ 
h § Jut r n y' 7 Acofi^KS-^ ^yfi-j'i 
T-SMLTUI.OS (^l/-f^^fA) *K 
r - y <-x<gg y 7 h , * -y h 7- y y 7 h m<r> m w 

[0 12 2] £^ #fB«fcfcltSfa««ttJi, =?y 
t° A -yH*£L£$M3^-f\ LAN^y^-^ 

[ 0 1 2 3 3 int. ibwiweu 1 otps^-f , «»o*se 

[0 1243ft. *SWB(ctJ{t53yta-^<±, iBtft 
ft s#«ffl*Hff"t4 1 <ot* o r , a y 3 yn o 1 o 

[0 12 5] i£, *«J§fc*JltS ay Hi, 

1 0 1 2 6 3 *n^{±, ±ia#nM^tc[is 
mxm* iz$mt& z t tf^imxk i.ta. &mm 

fflH£*imM 0 jffiiDH^^TiaS LT fc J: < . <e 

[0 1 2 73 ^coffi, *iratt*tf>Blf£»IMl,fci>l6 
[0 1283 



[0ffi^|i&fM33 

[HI ] *^bj<7)Hi ^HJg^^SfflAfglEv^T 

[02 3 R^teenuctsfts tury vmm.m/z<r) 

[03 3 P^ftJBJBKiittS h^n-y 

[04 3 HI0BB»fc:*J{t«JgSl7 * -)V Yamk^t 

[05 3 (5l^JW(ift(tl> ?y-try hm&x »/ -t- 

[06 3 (5!^Jfiff^^fc(tl.!gljE-9--A^asv^^M 

[07 3 RUft^SStfcttSiM^^ittHff S^ft^v- 
^■y^.0o 

[08 3 ^mcom2comtmmmmxmM^x^ 
[09 3 mmimmizm&imuRL* y-t-^mi 

[010 3 I^^S^!Btfc(tS^--A*flOgjg^-y-b- 

[0113 Mfi^sj^ftl>5llgffifg7^-;PF^J 

[0123 H^StegJBt fcftS ^ ry h VStUR^ 

[013 3 RHaBBttttiftSlftflstKBW-ifcftwj/ 
-^-yx0 o 

[0143 mmmmBizm&mftzmwt&fz-frco^ 

-5-yxm* 

1 0-*A€f^ai 0 
l l-*A«B»l l 

1 2-*AWig*J«llSl 2 

20, 20 a---y^^ryhMa20 
OS 2r ^-y 3 yyxrA 

SW 20 -«Mfly7h7xT 

2 1 , 4 1-Aaj*»2 1 

2 2, 4 2-y-y-b->-"$IJW2 2 

2 3, 4 3--lr-yy 3 yl=ag|52 3 

24, 4 4-«5Ea{2 4 

2 4a, 4 4a-W^fl:iB2 4a 

24b, 4 4b-Jffifi|SP2 4b 

2 4c, 44 c-T-9tm.U2 4 c 

2 4d, 44d-«SfliSP24d 

2 5-*AflffiflH«!««f2 5 

2 6, 4 7-I2SEIEP2 6 

2 7, 4 8-4»W*E«2 7 

2 8, 4 9--feJr A 'Jr^^Uv-gP2 8 

3 0, 4 0c--9--f'X7°nysW^g3 0 

4 0-IgH^-A"ga4 0 
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4 5-a#« 

4 6-*BES 

4 0a-jififtaf"-A'^a 

4 0b-8IEftgUw«§gB 

5 0--fS'figl5 0 

NW, NW1, NW2-*yh7-^NW 
dl, d2-«5» 



m ca • ■ ■ ? 7 4 ry h« ig* -y -t-i/- 

M AnRl -BiEURL^«y-b-i; 
M S4R . AI -«BflH|7 4-;PH 
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[02] 




McH 1^<T> hJ\Q-J. -v-fe-v 



ProtocolVersion cliant_version; 
Random random; 
SossionID session .id; 
ClpherSulte cipher,.sultes; 
CompressionMethod compression_methods 
Extension client_hello_extensionJist; 
ICKentHello; 



struct { 

ExtensionType extonsionType; 
opaque exienslon_data; 
[Extension; 



~' m c:h-ext 



[010] 



ProtocolVarsion dtorOsrefon; 
AuthentkataHasult authe.iticate_result; 
Authentfcatslr 



Signature slsnature; 
JSaverAuthenticsteFtesult; 



MSAR-AI 



M CH-EXT tt»7«f-^K 



enum{ 

uint8 AuthenticationMethod[2); 
lExterelonData; 



Mca 7> ma* y-t?- 



struct { 

Protocol Version client_version; 
EircryptBdAuthentication encrypted_authenticatiort; 
ICIfentAuthentieate; 

struct { 

AuthenticatlonMethod authBntication_inethod; 
AuthenticationData authemication_data; 
)encn/pted_authenti cation; 
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31 1] 



ProtocolVeraiort server_vsreior 




ClientName cllBnt_name; 




AuthenticallonMsthod authentk 


allon_Melhod; 


Tlmestamp timestamp; 




AuthenttaatorNama authenticat 
MaxAge manage; 
JAuthenticatelnfo; 


3r_name; 



[HI 2] 
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[014] 




-40a 



ST8v =x 



STIQc v 

fsrn 

5 ^ ST13. 
ST,S ST14- 

[sT15v 



STK 



6 K 



Result MCAR 



(72)$BJ|# zm fm F9~Mm) 5J104 AA07 KA01 KA16 



